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Problem Statement

Elementary
Education —

Grades4to 6
(LY i)

Secure Your Health Data

Patient Data Lock Box

Create a digital "locker" app that stores mock patient data with
password protection.

Cyber Hygiene Game for
Physicians

Design a game that teaches medical staff best cyber practices.

Secure Ul

Strong Password Generator
and Password Strength
Analyzer

Build an app that can help users to generate strong passwords and
can evaluate a password for strength improvements.

Cyber Safe ATM Interface

Simulate a secure ATM interface with PIN entry, keypad masking,
and alerts for wrong PINs.

Phishing Email Spotter Game

An interactive game used to differentiate between fake and real
emails.

Secure Your Online
Government Services

Government Service Login
App

Build a citizen login app for governmental services using simple
authentication techniques such as passwords, OTPs, etc..

Secure E-Voting System

Create a secure voting app that logs each vote and allows auditing. n

Cybersecurity Aware
Generation

Digital Safety Bots or Games

Design an educational mobile game or a chatbot that teaches
secure online behavior and shares daily digital safety tips

Online Harassment & Bullying
Protector

Create an anonymous reporting and support platform focused on
protecting vulnerable groups, including features to address child
exploitation and online harassment, offering resources, counseling
referrals, and tools to safely report abuse.
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Category Challenge Challenge Title Problem Statement

Encryption App for Medical
Secure Your Health Records

Data Ransomware Simulator for [Simulate a ransomware attack that encrypts files and illustrates the
Hospitals recommended response steps.

Create a visual tool showing how encryption protects health data.

Preparatory and Multi-Factor Authentication

] Create a login system with password + mock OTP or biometric scan.
Secondary Stage Login System

N adla .
(A &la) QR Code Scanner with Fraud |An app that illustrates the scanning and verification of QR payment
Filter codes in addition to filtering fake codes.

Biometric Spoofing Test App [Explore how biometric authentication can be fooled using fake data.

Secure Your Online Secure Citizen Data Vault
Government Services| using Blockchain Technology

Build a simple blockchain simulation for securely storing citizen data.
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Preparatory
and Secondary
Stage
(S ia)

Safety Online Shield

Digital Footprint Detective

Use your programming skills to create a fun and interactive game or quiz
that helps players decide what information is safe to share online and what
should be kept private.

Cyber Threat Alarm

Make a fun project that warns you if you do something unsafe on a
computer. For example: you can pretend to do something risky (like using an
easy password or clicking a fake link).An alarm sound or a warning message
that pops up. A message that simply explains why what you did isn’t safe.

Virus Detector

Make a fun game where you destroy different types of computer viruses!
Viruses look like funny, moving bugs on the screen.

You can use a “cyber shield” or “laser” to blast and stop them.

Try to get the highest score and see your name on the leaderboard!

Play safely

make a platform that teaches others how to play games safely online! Show | =

tips like not sharing real names, using strong passwords, and telling an adult <
if something feels wrong. Make it fun and easy to understand! :

Arabic Phishing Simulator

Build a simple quiz or app that trains users to spot phishing or scam
messages (SMS, email, or social media posts)., specifically using examples
and scenarios in Egyptian Arabic to make the training more relatable and
effective for local users.

Media Literacy Game

Design an interactive app or game that educates users—especially youth—
on how to recognize fake news, bots, and propaganda techniques especially |
on social media websites.

Parental Guidance App

Develop an app that helps parents monitor and educate their children on
safe internet use by tracking visited websites (e.g., alerting if pornographic
or inappropriate sites are accessed) and monitoring time spent on gaming

or other types of websites to promote healthy digital habits.
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Undergraduate
Students

() e

Cyber Explorers:
Learning to Outsmart
Online Threats

Threat Intelligence
Platform

Develop a Threat Intelligence Platform (TIP) that aggregates, analyzes, and visualizes

real-time cyber threat data from multiple sources (e.g., open-source feeds, dark
web, internal logs). The platform should enable security teams to quickly identify
emerging threats relevant to the organization, enrich alerts with contextual
information, and automate recommendations for response actions. Ensure the
solution demonstrates measurable business value by reducing incident response
time and improving threat detection coverage.

Silent Vigilant: Digital
Tools for a Safer
Society

Anonymous Crime
Reporting

Build a secure platform that allows citizens to report crimes or misconduct
anonymously while protecting their identity using encryption or decentralized
networks.

Emergency Response
Map

Develop a real-time, community-driven platform that maps urgent incidents (e.g.,
fires, car accidents, collapsing building...etc.) and connects them with emergency
services

Victim Support and
Legal Aid Chatbot

Design a chatbot that provides confidential guidance on legal rights, how to file
complaints, and where to find support for victims of crime or abuse.

Track & Trust: Tech
Solutions to Fight
Black Market &
Counterfeit Trade

Product Verification
App

Build a mobile app for verifying medicine authenticity using QR codes or serial
numbers.
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Track & Trust: Tech
Solutions to Fight
Black Market &
Counterfeit Trade

Product Verification
App

Build a mobile app for verifying medicine authenticity using QR codes or serial
numbers.

Whistleblower Platform

Create a secure tool for citizens or workers to report black market activity
anonymously.

Smart Supply Chain
Tracker

Develop a dashboard for tracking goods movement from source to point-of-sale using
blockchain or loT.

Food Safety Alert
System

Design a system that flags unsafe or unlicensed food products based on user reports
and inspections.

TruthHack: Defending
Reality in the Age of
Deep fakes &
Misinformation

Deep fake Detector

Build an Al-powered tool that identifies manipulated videos, images or audio, flagging
potential deep fakes in real time.

FactCheck Plug-in

Create a browser extension or chatbot that verifies the credibility of news articles or
social media posts, using trusted databases and NLP.

Disinformation
Campaign and Source
Attribution Tracker

Develop a dashboard that visualizes the spread of viral misinformation, identifying
sources, amplification patterns, and targeted audiences. For example: An app that
flags coordinated inauthentic behavior or state-sponsored influence by tracing
patterns in news copy-paste behavior and translation artifacts.

Narrative Manipulation
Pattern Miner

Build a tool that analyzes evolving misinformation narratives by tracking linguistic
framing, emotional tone, and timing strategies over time. Unlike origin tracking, this
focuses on how coordinated campaigns shift public opinion or distort facts through
repetition, sentiment engineering, and selective emphasis. Example: A timeline-based
system that surfaces recurring rhetorical tactics or language shifts across campaigns.
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Graduates up

to 35 years old
(LAY 23)

Resilience &
Trust:
Advanced
Security
Innovations

Business Continuity &
Disaster Recovery Tools

Create planning or simulation tools to help public services prepare for cyber-
disruptions. For instance, simulate a ransomware attack on a municipality and design a
response tool with playbooks and fallback protocols.

GRC Systems for Financial
Sector

Build governance, risk, and compliance tools tailored to banking and financial
institutions. Example: A dashboard that integrates real-time threat monitoring with
policy enforcement for internal auditors.

Digital Twin Systems for
Cybersecurity

Design a digital twin model to simulate and enhance security for critical infrastructure,
such as simulating attacks on a smart grid to test defense mechanisms and real-time
monitoring protocols.

Hardware and Firmware
Security Analysis

Analyze or secure embedded systems and loT firmware, including BIOS/UEFI or
microcontroller-based devices. For example: Extract firmware from a smart device and
find hidden backdoors or write a secure bootloader to prevent tampering.

Static/Dynamic Malware
Analysis for Smartphones

Design a toolkit or service for analyzing suspicious mobile apps using static code
inspection and dynamic behavior monitoring. Example: Create a sandbox environment
that logs system calls and network activity of Android apps to detect malicious
patterns.

Next-Generation Firewall
Systems

Design or enhance intelligent firewall architectures capable of detecting sophisticated
attacks, encrypted threats, and anomalous behavior using Al and real-time threat
intelligence. Example: Build a firewall prototype with L7 inspection and ML-powered

anomaly detection tailored for SMB or critical infrastructure environments.
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Resilience &
Trust:
Advanced
Security
Innovations

Red vs Blue Simulated
Attack-Defense
Environments

Build a virtualized environment where teams can take on offensive (Red Team) or
defensive (Blue Team) roles to simulate real-world cyberattacks and defense strategies.
For example: Create a CTF-like environment with vulnerable servers, where defenders
must detect, respond, and patch breaches while attackers try to escalate privileges.

Data Privacy in the Age of
AGIl & LLMs

Propose privacy-preserving mechanisms or audit tools to protect user data in Al-driven
environments. This could include building a consent-aware data access system or testing
a differential privacy wrapper for LLM interactions.

Smart City Security
Frameworks

Design a security management dashboard or alerting system for smart city components
(e.g., traffic lights, utilities, CCTV). Example: Build an loT threat detection engine for a
municipal network.

Secure ITS (Intelligent
Transportation Systems)

Propose cybersecurity measures for intelligent transportation platforms such as vehicle-
to-infrastructure (V2I) networks or automated tolling. Example: Build a proof-of-concept
intrusion detection system for V2X communication nodes.

Fully Homomorphic
Encryption (FHE)
Authentication
Framework

Develop an authentication system based on fully homomorphic encryption to perform
identity verification or access control checks without decrypting sensitive user data.
Example: A cloud-based login system that can authenticate users while maintaining
complete encryption of their credentials throughout the process.

Post-Quantum
Cryptography Protocols

Develop or test encryption schemes resilient to quantum computing threats. For
example, implement a hybrid encryption model using lattice-based algorithms integrated
with current public key infrastructure.
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Resilience &
Trust:
Advanced
Security
Innovations

Countering Reverse Engineering in
Software & Al Models

Create protective layers or obfuscation techniques to make it more difficult for
adversaries to reverse-engineer compiled software or machine learning models.
Example: Build a prototype that adds anti-debugging and code obfuscation to a
sensitive Python-based Al application

Secure Identity in Blockchain &
Decentralized Environments

Develop a privacy-preserving identity management system using decentralized
identifiers (DIDs), NFTs or zk-SNARKs. For example: A voting or credential-
verification system using Ethereum or Polkadot with built-in proof-of-ownership
and audit trail.

Code Auditing Tools for LLM-
Generated Software

Create a tool that audits Al-generated code (e.g., by Copilot or ChatGPT) to detect
insecure patterns or unintended behavior. For example: Static analyzer that
identifies hardcoded secrets, unsanitized inputs, or bad crypto implementations in
generated code snippets. "

Autonomous Threat Hunting with Al
Agents

Build Al-driven agents that scan, identify, and flag suspicious behavior in live
systems or simulated networks. For example: A bot that navigates logs, extracts
indicators of compromise (I0Cs), and generates a real-time threat report.

Cyber Deception & Honeypot
Frameworks

Develop adaptive honeypots or deception systems that can lure and analyze
adversaries in real time. Example: Create a dynamic honeynet that mimics critical
infrastructure and logs attacker behavior.

Secure Collaboration Platforms for
Classified or Sensitive Data

Build an encrypted workspace that supports secure document sharing, messaging,
and role-based access controls. Example: A zero-trust collaboration suite for
government or military use.
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Resilience &
Trust:
Advanced
Security
Innovations

Automated Security Compliance
Checker for Cloud Computing
Platforms

Design a tool that verifies if systems or cloud configurations comply with national or
industry standards (e.g., ISO 27001, NIST). Example: A dashboard that scans and flags
noncompliant AWS resources.

Insider Threat Detection in Hybrid
Work Environments

Build behavior-based analytics to detect malicious or negligent internal actors.
Example: A machine learning tool that tracks user behavior anomalies across VPN,
email, and endpoint logs.

Cybersecurity for Wearables and
Medical loT Devices

Propose protections for devices like smartwatches, insulin pumps, or remote health
trackers. Example: An anomaly detection engine that monitors Bluetooth traffic for
medical wearables.

Zero-Knowledge Proof (ZKP)
Applications for Privacy & Trust

Develop systems that leverage ZKPs to prove facts (like identity, access rights, or
transaction validity) without revealing underlying data. Example: Build a ZKP-based
login system where users can prove they meet access requirements without disclosing
their credentials.

Data Loss Prevention

Design a Data Loss Prevention (DLP) system that identifies and restricts the
unauthorized transfer of sensitive data outside the organization. The system should
monitor data flows, flag potential breaches, and enforce real-time policies to prevent
data exfiltration while ensuring minimal disruption to business operations.

Secure Software & Service Supply
Chain Verification

Develop a system to verify the integrity of software packages, updates, and service
components against tampering or malicious injections during the delivery lifecycle.
Example: Create a tool that scans and cross-validates hashes, signatures, and
provenance metadata of deployed packages and APIs to detect anomalies from within.

Al Model Watermarking for IP
Protection and Attribution

Develop techniques or tools to embed robust, verifiable watermarks in Al models to
assert ownership or detect misuse. Example: Create a watermarking system for LLMs
that embeds signature traces into output patterns without degrading model
performance.
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